The joint ACM-BCS Roundtable on Threats to Global Competitiveness focuses on the new business security realities resulting from having practically all business information directly or indirectly connected to the Internet and the increased speed and volume of information movement. This new environment has enabled an entirely new dimension in what has been considered important business value-creation assets and in the criminal ways that information can be stolen or used to harm its owner. What follows are the key points from that broader conversation. For a more in-depth look at what the roundtable covers, read the full panel discussion. -Mache Creeger
of information, however, requires people who understand Western business practices-a Western education and experience working in Western industry. This limits the utility of stolen information since that type of experience is not readily available in the countries where these activities are most prevalent.
PAST WISDOM NO LONGER VALID
Security was once the province of national intelligence agencies focusing on defense/national security-related information theft. Today next-generation private organizations have spun off these security services for hire. Traditionally the business community has viewed information security as at best a supporting service and at worst a grudge purchase, rarely aligning security with the processes that create business value. While companies are sensitized to the confidentiality of their traditional intellectual property, they are usually not sensitive to the confidentiality of their control systems, corporate e-mails, sales and marketing, human resources data, or other types of information.
Past security wisdom mirrored the old saying: When chased by a bear, you don't have to outrun him, just the person next to you. Implementing enough security to encourage attackers to go elsewhere is no longer a valid strategy. Being targeted today means that attackers who are after something specific will probably not go away until they get it. In this high-paced threat environment, do not assume that if your business is ranked number 963 you are too far down the list to be attacked. You will be attacked, and probably sooner rather than later. Many security-detection tools, while providing comprehensive information, show that information in a narrow, non-contextualized way. Similar problems may result when security is overseen only by the IT department, rather than also having a more business-centric focus from the operations director or the board.
Hiring a penetration testing organization will give you an independent assessment of your organization's vulnerabilities. Be advised, however, that these groups always find something, and it is important that people understand the context of what is found, distinguish what is important in addressing the issues raised, and get to a known baseline within your industry.
Outsourcing information services to cloud-computing vendors could be a good thing for small companies and maybe even midsize companies, as it is probably the first time those companies are instituting some level of professional management and 24/7 monitoring. Customers need good methodologies to compare the security models offered by the various vendors, however, and that is extremely difficult to find at this stage of the cloud-service provider marketplace.
Make sure that your employees are motivated to protect the most important value-creation aspects of your business. Do not give them incentive to choose limited short-term benefit over longer-term catastrophic loss. Don't be afraid to talk to other folks in your industry. Partners/competitors are being exposed to the same types of threats, and all have a vested interest in lowering the industrywide threat level.
Security professionals should be an integral part of the senior management of an organization.
Given that practically all of its information assets are directly or indirectly connected to the Internet, the ability of a business to secure its value-creation aspects is critical to its survival and growth.
Security threats have evolved to include a broad spectrum of organization sizes and industries.
No longer limited to large companies with highly specific information assets, any organization that shows leadership in its field needs to guard its value-creation information aggressively by taking concrete steps toward its protection.
Because every organization is either directly or indirectly connected to the Internet, no one is really beyond the reach of attackers. Taking the advice offered here will place you in a better position to disrupt an attack when it occurs. Q
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